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Audit Resources

	Title
	Name
	Email 
	Telephone

	Audit Manager
	Emma Toyne
	emma.toyne@cumbria.gov.uk
	01228 226261

	Lead Auditor(s)
	Janice Butterworth
	janice.butterworth@cumbria.gov.uk
	01228 226289


Audit Report Distribution 

	For Action:
	Karen Morland (Firearms Licensing Manager)

Andy Wilkinson (Chief Inspector – Operational Support)



	For Information:
	Mark Pannone (Superintendent Operations)

Andy Towler (Chief Superintendent – Territorial Policing)

Mark Webster (Assistant Chief Constable)



	Audit Committee
	The Joint Audit & Standards Committee, which is due to be held on 21 March 2018, will receive the report.



Note: Audit reports should not be circulated wider than the above distribution without the consent of the Audit Manager.
1. Background

1.1. This report summarises the findings from the audit of Firearms Licensing. This was a planned audit assignment which was undertaken in accordance with the 2017/18 Audit Plan. 

1.2. To ensure public safety, it is the responsibility of Cumbria Constabulary to ensure that firearms licences and renewals approved in the County are done so in line with Home Office and College of Policing (Authorised Professional Practice) guidance. Firearm and/or shotgun licences allow the holder to acquire, possess and lawfully use a firearm or shotgun. The Chief Constable must be assured that those applying for a firearm or shotgun licence or renewal have a valid reason for possessing a firearm or shotgun and are assessed as posing no threat to themselves or public safety.
1.3. As at 31 March 2017, Cumbria had approximately 9,000 firearm and/or shotgun certificate holders. Licence holders are required to renew their firearms / shotgun licence every 5 years. There is currently a backlog of approximately 10 weeks for processing grant and renewal applications; this has reduced from 22 weeks earlier in the year. 
2. Audit Approach

2.1. Audit Objectives and Methodology
2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks relating to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the five key audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this report.
2.2. Audit Scope and Limitations
2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review was the Chief Superintendent Territorial Policing.  The agreed scope of the audit was to provide assurance over management’s arrangements for governance, risk management and internal control in the following areas:
· Assessment of risk relating to the approval of applications;
· Processes and procedures for reviewing the on-going suitability of licence holders;
· Prioritisation of application requests and renewals based on business needs of the applicant.
2.2.2. There were no instances whereby the audit work undertaken was impaired by the availability of information. 

3. Assurance Opinion

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. The definition for each level is explained in Appendix A.
3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within Firearms Licensing provide Reasonable assurance.   

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete assurance cannot be given to an audit area.

4. Summary of Recommendations, Audit Findings and Report Distribution
4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B. 
4.2. There are 3 audit recommendations arising from this audit review and these can be summarised as follows:

	No. of recommendations

	Control Objective
	High
	Medium
	Advisory

	1. Management - achievement of the organisation’s strategic objectives (see section 5.1)
	-
	1
	-

	2. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.2)
	-
	1
	-

	3. Information - reliability and integrity of financial and operational information 
	-
	-
	-

	4. Security - safeguarding of assets 
	-
	-
	-

	5. Value - effectiveness and efficiency of operations and programmes (see section 5.3)
	-
	1
	-

	Total Number of Recommendations
	-
	3
	-


4.3. Strengths: The following areas of good practice were identified during the course of the audit:

· The Chief Constable has formally delegated responsibility relating to the Firearms Act 1968 to the Assistant Chief Constable, Firearms Licensing Manager and Chief Inspector - Uniform Operation Support;
· The Assistant Chief Constable takes all revocation and refusal decisions;

· Decisions are risk based with information collated from a number of sources;

· A daily automated report of incidents potentially involving licence holders is received and reviewed;

· All applications and subsequent decisions are logged on the National Firearms Licensing Management System (NFLMS);

· Enquiry Officers undertake home visits for all grant and renewal applications;
4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

4.4.1. High priority issues: None identified
4.4.2. Medium priority issues:
· Action and improvement plans are not fully aligned to service and organisational priorities and do not contain SMART objectives.

· Management have not defined their requirements for prioritising applications based on business need.
· Management have not set out their expectations on timescales for granting and renewing licences.  A review of processes to establish the reason for the backlog has been undertaken but not yet presented to Senior Managers.
4.4.3. Advisory issues: None identified
	Comment from the Assistant Chief Constable
 I’ve discussed the content of this report with Supt Pannone and C/I Wilkinson. I am very familiar with the process around Firearms Licensing as I am the final signatory on granting and revocation of certificates, so I see the product of the system in regular cycles. I am content that the system performs well and am glad to see that is reflected in the overall audit opinion. I acknowledge the recommendations arising, and I am satisfied that they have already been taken on by the business and are currently being implemented. I am satisfied that the actions being taken will address the points raised. 

Assistant Chief Constable M Webster, 26th Feb 2018.  


5. Matters Arising / Agreed Action Plan

5.1. Management - achievement of the organisation’s strategic objectives.
●  Medium priority  
	Audit finding
	Management response

	(a) Firearms Licensing Unit Business Plan and Action Plan
Internal Audit was provided with an extract from the Operational Support Business Plan relating to the Firearms Licensing Unit. The Business Plan outlines overarching aims and how they link to Constabulary priorities and includes an improvement plan to demonstrate how the aims will be achieved. The Firearms Licensing Unit has developed a separate action plan to address elements of the improvement plan. 

The improvement plan and action plan do not contain the same actions and so management cannot be assured that Firearms Licensing Unit activity is fully aligned to Operational Support business objectives and contributes to strategic policing priorities. 

The improvement plan and action plan do not include SMART objectives (Specific, Measurable, Agreed, Realistic, Time bound) or timescales for delivery and arrangements for monitoring progress with the plans are unclear. Without these key elements of a performance management framework it will be difficult to effectively monitor activity on an ongoing basis and demonstrate to management that identified aims, outputs and improvements are being delivered.

	Agreed management action: 

We will link the firearms licensing unit action plan to the business plan.
Monitoring and reporting on plan progress will be addressed through our 15 week review process.

	Recommendation 1:

Action and improvement plans should be fully aligned to service and organisational priorities and contain SMART objectives to ensure clear and direct linkage. Arrangements should be in place for regular monitoring and reporting on plan progress. 

	

	Risk exposure if not addressed:
· Policing priorities are not delivered because related plans are not aligned to them.

· Objectives are not achieved because poor performance is not identified and addressed.

· Inefficiency because unit activity does not provide clear, relevant benefits and improvements.
	Responsible manager for implementing: 

Chief Inspector (Operational Support)
Firearms licensing manager
Date to be implemented: 03/2018


5.2. Regulatory - compliance with laws, regulations, policies, procedures and contracts.
●  Medium priority  
	Audit finding
	Management response

	(a) Procedures
The Operational Support Business Plan acknowledges the need to prioritise firearms licensing applications where any delays would have a financial impact on the applicant and affect their livelihood. However this prioritisation is not reflected in procedure notes or process maps to guide staff in managing the workload. 

Management have not defined and agreed their requirements around the prioritisation of applications. Consequently a documented system is not currently in place to prioritise and schedule license applications based on business need, monitor compliance and track progress in this area. For this reason management cannot be assured that workload is being effectively managed and the public are receiving a high quality service.


	Agreed management action: 

We will put a procedure into place to prioritise firearms license applications.
We will undertake dip sampling to ensure the procedure is followed.

	Recommendation 2:

Management should define their requirements for prioritising firearms licensing applications, incorporate these requirements into an approved procedure note / process map and develop a mechanism for monitoring progress in this area.


	

	Risk exposure if not addressed:
· Financial claims and reputational damage due to applicants experiencing loss of earnings through processing delays.


	Responsible manager for implementing: 

Firearms licensing manager
Date to be implemented: 03/2018


5.3. Value - effectiveness and efficiency of operations and programmes. 
●  Medium priority  
	Audit finding
	Management response

	(a) Firearms Licensing Backlog
A report to Operational Support Senior Management Team (OSSMT) in June 2017 stated that there had been a 22 week backlog in firearm and shotgun license applications and renewals during the period April to June 2017, we were advised that as of November 2017 this had reduced to 10 weeks. The Chief Inspector (Operational Support) advised that a target of 8 weeks has been set for ‘business as usual’ processing of granting  and renewing applications. This 8 week target has not been documented, nor have plans to achieve and then maintain it. Clearly defined and communicated targets would clarify to the team management’s expectations of the service and facilitate performance management. 
A review of firearms licensing processes has been undertaken to establish the reasons for the backlog earlier in the year. A date for this review to be finalised and presented to senior management has not been determined.
	Agreed management action: 

a) We will document our aspiration to process firearms applications in line with the national targets (renewals within 8 weeks and new licenses within 12 weeks).
b) Further work is being undertaken in this area looking at resilience within the firearms licensing team. A paper will be presented to the appropriate organisational governance body to consider. 


	Recommendation 3:
a) Management should clearly set out and communicate their expectations for granting and renewing firearm and shotgun licences

b) The Firearms Licensing Department review should be presented to Senior Management for consideration.

	

	Risk exposure if not addressed:
· Actions taken to address current issues are not appropriate or measureable.

· Approval of actions required to address the current backlog are delayed.
	Responsible manager for implementing: 

Chief Inspector (Operational Support)
Date to be implemented: 05/2018


Audit Assurance Opinions
There are four levels of assurance used; these are defined as follows:
	Definition:
	Rating Reason

	Substantial 
	There is a sound system of internal control designed to achieve the system objectives and this minimises risk.​

	The controls tested are being consistently applied and no weaknesses were identified.

Recommendations, if any, are of an advisory nature in context of the systems and operating controls & management of risks.

	Reasonable
	There is a reasonable system of internal control in place which should ensure that system objectives are generally achieved, but some issues have been raised which may result in a degree of risk exposure beyond that which is considered acceptable.
	Generally good systems of internal control are found to be in place but there are some areas where controls are not effectively applied and/or not sufficiently developed. 

Recommendations are no greater than medium priority.

	Partial
	The system of internal control designed to achieve the system objectives is not sufficient. Some areas are satisfactory but there are an unacceptable number of weaknesses which have been identified and the level of non-compliance and / or weaknesses in the system of internal control puts the system objectives at risk.


	There is an unsatisfactory level of internal control in place as controls are not being operated effectively and consistently; this is likely to be evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for address.

	Limited / None
	Fundamental weaknesses have been identified in the system of internal control resulting in the control environment being unacceptably weak and this exposes the system objectives to an unacceptable level of risk.
	Significant non-compliance with basic controls which leaves the system open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include high priority matters for address. Some medium priority matters may also be present.


Grading of Audit Recommendations

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit recommendations used; high, medium and advisory, the definitions of which are explained below.

	Definition:

	High
	●
	Significant risk exposure identified arising from a fundamental weakness in the system of internal control

	Medium
	●
	Some risk exposure identified from a weakness in the system of internal control 

	Advisory
	●
	Minor risk exposure / suggested improvement to enhance the system of control


Recommendation Follow Up Arrangements:
· High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This follow up work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented.

· Medium priority recommendations will be followed with the responsible officer within the defined timescales.

· Advisory issues are for management consideration.
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