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Audit Resources

	Title
	Name
	Email 
	Telephone

	Audit Manager
	Emma Toyne
	emma.toyne@cumbria.gov.uk
	01228 226270

	Lead Auditor(s)
	Pauline Connolly 
	pauline.connolly@cumbria.gov.uk
	01228 226270


Audit Report Distribution 

	For Action:
	Andy Slattery - Chief Superintendent, Crime Command.


	For Information:
	Mark Webster – Assistant Chief Constable.

	Audit Committee
	The Joint Audit & Standards Committee, which is due to be held on 13 September, will receive the report.


Note: Audit reports should not be circulated wider than the above distribution without the consent of the Audit Manager.
1. Background

1.1. This report summarises the findings from the audit of Offender Management. This was a planned audit assignment which was undertaken in accordance with the 2016/17 audit plan. 

1.2. The Constabulary are required to manage offenders in an efficient and consistent manner to ensure that national and local objectives are met.
2. Audit Approach

2.1. Audit Objectives and Methodology
2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks relating to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the five key audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this report.
2.2. Audit Scope and Limitations
2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review was the Chief Superintendent – Crime Command.  The agreed scope of the audit was to provide assurance over management’s arrangements for governance, risk management and internal control in the following areas:
· ARMS (Active Risk Management System) risk assessment.
· Administration of workload of offender managers – allocation, methodology/criteria, and monitoring and reporting
· Inspections – arrangements for implementing recommendations/agreed actions. 
2.2.2. There were no instances whereby the audit work undertaken was impaired by the availability of information.
3. Assurance Opinion

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. The definition for each level is explained in Appendix A.
3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within Offender Management provide Partial assurance.   

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete assurance cannot be given to an audit area.

4. Summary of Recommendations, Audit Findings and Report Distribution
4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B. 
4.2. There are 7 audit recommendations arising from this audit review and these can be summarised as follows:

	No. of recommendations

	Control Objective
	High
	Medium
	Advisory

	1. Management - achievement of the organisation’s strategic objectives (see section 5.1.)
	1
	3
	1

	2. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.2.)
	-
	2
	-

	3. Information - reliability and integrity of financial and operational information 
	-
	-
	-

	4. Security - safeguarding of assets
	-
	-
	-

	5. Value - effectiveness and efficiency of operations and programmes 
	-
	-
	-

	Total Number of Recommendations
	1
	5
	1


4.3. Strengths: The following areas of good practice were identified during the course of the audit:

· The Managing Sexual Offenders, Dangerous Offenders and other potential dangerous persons’ policy is regularly reviewed and updated.

· Regular team meetings are held to raise awareness and train staff on new guidance and legislation relating to offender management ie Integrated Management Offender “IOM” strategy, MOSOVO guidance etc. 

· Administration of offender managers’ caseload is regularly assessed and reviewed to ensure it complies with best practice. 
4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

4.4.1. High priority issues:
· The actions and outcomes to manage and measure the delivery of the IOM strategy and the Constabulary’s strategic priority on managing offenders have not been identified.
4.4.2. Medium priority issues:
· There is not always a record retained of discussions, decisions taken and action arising from management’s review of potential risks including MAPPA risks that impact on the service objectives, of PVP monthly performance reports and progress in delivering MAPPA strategic aims.
· Two HMIC inspection recommendation actions are overdue and no revised delivery date or update has been received since the last update in January 2017.
· Staff’s roles and responsibilities relating to the administration of offender managers’ caseload and implementation of HMIC inspection report recommendations are not considered as part of their 15 weekly performance reviews.

· The Cumbria MAPPA Memorandum of Understanding “MOU” that details the Constabulary and other partners’ arrangements for sharing information to assess the risk posed by certain offenders was last reviewed and updated in 2012 is out of date.
· There is a list of checks to verify the accuracy and completeness of ARMS risk assessments and risk management plans however these have not been formally documented or approved. 
4.4.3. Advisory issues:
· Police Staff Offender Manager’s job description that details their roles and responsibilities relating to offender management was last reviewed and updated in 2009; following recent changes to this role it is recognised that there a need to review and update it.
	Comment from the Assistant Chief Constable
The recommendations highlighted in this audit report are accepted and will provide a number of helpful areas where internal processes and controls can be improved. Some of the necessary actions have already been completed to meet the recommendations made, and all others are in train to do so. 

In considering the recommendations made I have looked into the overall approach to IOM within the constabulary, and I am satisfied that the above recommendations do not reveal systemic weaknesses in our overall approach to IOM; rather that they highlight a handful of areas where documentation can be improved to move comprehensively evidence the good work that is going on in this area. 
In making this point, its relevant to reflect the comments of HMIC in March this year when they rather the force ‘Good’ in this area and stated that:

“Cumbria Constabulary is effective at investigating crime and reducing re-offending. The constabulary is proactive about managing those offenders who pose a risk to the public.”

And…

“…the constabulary has made good progress in introducing new arrangements with other organisations to reduce offending and to monitor offenders under its integrated offender management programme.”

It is for this reason that I have queried the audit reports assurance rating of ‘partial’ as this seems at odds with HIMC’s findings and my own assessment. I understand that the current audit methodology rigidly applies a ‘partial’ rating if there is one high priority issue highlighted, regardless of how many other areas are assessed positively. My view is that the methodology would be far more informative if it was less rigidly formulaic. This point however should be taken as a constructive comment as to the audit process, not as evidence of resistance to the recommendations which are accepted and will be implemented. 
 


5. Matters Arising / Agreed Action Plan

5.1. Management - achievement of the organisation’s strategic objectives.
●  High priority  

	Audit finding
	Management response

	(a) Service objectives
The Integrated Offender Management (IOM) Strategy details the aims and priorities for offender management covering the period 2016-2020. 
The audit review found that the actions and outcomes to assess and manage the delivery of the IOM strategy and the Constabulary’s strategic priority on managing offenders have not been identified. 
Defining and quantifying expectations for delivering operational and strategic aims and priorities and how resources are used and decisions are made to deliver these is recognised as good management practice in the Constabulary’s performance management framework.
	Agreed management action: 

Annual IOM Strategy to be drawn up and agreed. It will include the actions and outcomes to assess and manage the delivery of the aims and priorities detailed in the 2016-2020 IOM Strategy.

Detective Chief Inspector will obtain assurance that the progress on actions and outcomes are regularly monitored and reported. 


	Recommendation 1:

Management should ensure that the actions and outcomes to assess and manage the delivery of the IOM aims and priorities are clearly defined. Arrangements should include regularly monitoring and reporting progress on these. 
	

	Risk exposure if not addressed:
· IOM aims and priorities are not delivered because the performance framework to manage these has not been effectively implemented. 
· Senior management are unaware of poor performance that needs to be escalated.
	Responsible manager for implementing: 

Detective Chief Inspector – Public Protection
Date to be implemented:

09/2017


●  Medium priority  
	Audit finding
	Management response

	(b) Record of decisions taken on identified risks and performance reports
A risk relating to offender management, in particular ViSOR (Violent and Sexual Offences Register), was identified and reviewed for inclusion in the Crime Command and Territorial Policing Area’s (TPA) risk register. The audit review identified that there is not always a record retained of the decision taken and action arising relating to risks that have been identified. Audit were informed that the Crime Command’s Senior Management Team (SMT) agenda had previously included an item to review risks however this had been removed.  It was reinstated during the period of our audit. 
The Constabulary has a process in place to regularly review MAPPA (Multi Agency Public Protection Arrangements) risks and escalate these to the Crime Command and TPA’s risk register. The audit review identified that there is no record of the discussions, decisions taken and actions arising relating to this review. Audit were informed that in future the Crime Command SMT’s agenda item to review risks will also include a review of MAPPA risks that impact on the Constabulary’s objectives.
Performance monitoring reports are in place and are regularly presented to Operational Protection of Vulnerable People (PVP) meetings to inform them of the progress of measuring ARMs risk assessments and visits. Audit testing identified that the Operational PVP minutes detail discussions on individual offender cases however there is no record of the decisions taken and actions relating to the review and challenge on the PVP performance reports. Audit were informed that these performance reports are discussed however as there were no exceptions to report there are no actions recorded. 

The Constabulary’s progress in delivering its MAPPA strategic aims is regularly reviewed and any performance issues are discussed at 1:1 meetings with the Chief Superintendent of Crime Command. Audit were informed that these meetings are diarised however decisions taken and actions arising from these that relate to the review of MAPPA strategic aims are not formally documented.
	Agreed management action: 

PVP Forum is currently under review to incorporate this and other risk management processes. Risk Register is now a standing item at the Crime Command SMT and a record of decisions taken will be documented.
MAPPA SMB records the details. It was recognised that they are not formally recorded by police (only as stated) they will now go to Crime Command SMT where a record of decisions taken will be documented.
This is being considered as part of the on-going PVP Forum review. A record of decisions relating to review and challenge of performance reports will be documented.
Decisions taken at these meetings will be documented and fed into Crime Command SMT and MAPPA SMB as appropriate.

Actions Complete as above.

	Recommendation 2:
Arrangements should be put in place to demonstrate discussions, decisions taken and actions arising relating to the:

· review of risks including MAPPA risks for inclusion in the Crime Command and TPA’s risk register; and
· regular review of the PVP monthly performance report and progress on delivering MAPPA strategic aims.
	

	Risk exposure if not addressed:
· Decisions taken and actions arising that relate to managing the potential risks that impact on service priorities and operational performance reports cannot be demonstrated.
	Responsible manager for implementing: 

DI MOSOVO
Date to be implemented:

09/2017


●  Medium priority  
	Audit finding
	Management response

	(c) Performance management and reporting
There is a process in place to regularly review progress on implementing HMIC inspection recommendations relating to offender management. Audit testing confirmed that 2016/17 HMIC inspection recommendations relating to offender management had been updated and reviewed with the last update made in January 2017. Audit testing identified all actions had been implemented with the exception of two: 
· MO 5.1  “Develop the performance dashboard to reflect the BIG 6, MANAGE OFFENDERS including automation where possible (with IT) and to reflect the new Management Information Strategy with regard to data content”; and
· MO 5.2 “Assist Corporate Improvement as required to develop the performance dashboard to reflect the BIG 6, PREVENT CRIME, RTC and ASB including automation where possible (with ICT) and to reflect the new Management Information Strategy with regard to data content”. 
The timescale for delivering both these actions is overdue and no revised timescale or update has been provided since January 2017. We were informed that both actions had been transferred to the Corporate Improvement Group and management were aware that these are outstanding. 
	Agreed management action: 

Actions Complete and embedded into existing processes. The Chief Inspector BIU has been assured that these actions are now completed. 

	Recommendation 3:

Management should obtain and review the latest update on the two overdue offender management HMIC inspection recommendation actions, be assured that there are arrangements in place to provide a revised date and once completed to verify that these are implemented. 
	

	Risk exposure if not addressed:
· Service priorities are not achieved because there are not effective arrangements to manage progress of delivering HMIC inspection recommendations. 
	Responsible manager for implementing: 

Chief Inspector BIU
Date to be implemented:

06/2017


●  Advisory issue (R4) ●  Medium priority  (R5)
	Audit finding
	Management response

	(d) Roles and Responsibilities and appraisals
The Police Staff Offender Manager’s job description detailing roles and responsibilities relating to offender management was last reviewed and updated in 2009.  Audit were informed that following recent changes to this role it is recognised that there a need to review and update this job description.
Audit were informed that staff’s roles and responsibilities are assessed and evaluated as part of their 15 weekly reviews. The audit review confirmed that the roles and responsibilities relating to ARMs risk assessments and home visits had been assessed and evaluated in their 15 weekly reviews. Audit testing identified that roles and responsibilities relating to the administration of caseload and implementation of HMIC inspection report recommendations had not been assessed and evaluated as part of the 15 weekly reviews. We were informed that the 15 weekly reviews are not role specific. 
	Agreed management action: 

R4: Job description currently being reviewed and expected to be complete by 09/2017.
R5: 15 Week Reviews adapted by the department to cover salient issues including HMIC. 15 Week reviews now tailored to Offenders Managers individual roles and responsibilities.


	Recommendation 4:
A timescale should be set for the review and updated of the Police Staff Offender Manager’s job description including its approval.

Recommendation 5:
Management should be assured that staff’s performance relating to their roles and responsibilities are being appropriately assessed, evaluated and there is evidence that performance issues are reported with corrective action is taken.
	

	Risk exposure if not addressed:
· Service priorities are not achieved because staff roles and responsibilities for offender management are not clearly defined.

· Roles and responsibilities are not effectively managed because the relevant job description is out of date.
· Service priorities are not achieved because there is not an effective evaluation process of staff performance against these and performance issues may remain undetected. 
	Responsible manager for implementing: 

DI MOSOVO
Date to be implemented:

09/2017


5.2. Regulatory - compliance with laws, regulations, policies, procedures and contracts.
●  Medium priority  
	Audit finding
	Management response

	(a) Memorandum of Understanding 
The Cumbria MAPPA Memorandum of Understanding “MOU” between Cumbria MAPPA Responsible Authorities (RAs) and Duty to Co-operate (DTC) Agencies is in place.  The MOU details the Constabulary and other partners’ arrangements to fulfil their statutory requirements for sharing information to assess the risk posed by certain offenders. The MOU states that it “will be reviewed annually and the partners agreed that Cumbria Constabulary will hold the original signed copy of the agreement, but will provide copies electronic copies (including copies of signatures) to all partners upon request.” Audit testing identified that the MOU was last reviewed and updated in 2012 so is out of date. Audit has since been informed that the MOU is currently being reviewed and updated.  
	Agreed management action: 

MAPPA Coordinator to ensure that the Constabulary’s responsibilities and accountabilities detailed in the MOU are reviewed as part of their core role. This will be done annually in line with the review of the MOU
The Chief Superintendent PPU will obtain assurance that MOU is annual reviewed. 


	Recommendation 6:

Arrangements should be in place for regularly reviewing and updating the Constabulary’s responsibilities and accountabilities detailed in the MOU to ensure that they accurately reflect its current working arrangements and to fulfil its statutory requirements for sharing information. 
	

	Risk exposure if not addressed:
· Constabulary information sharing risks are not effectively managed because the MOU is out of date.
· Reputational damage arise from non-compliance with statutory information sharing requirements because the application of out of date MOU.
	Responsible manager for implementing: 

DI MOSOVO
Date to be implemented:

06/2017


  ●  Medium priority  
	Audit finding
	Management response

	(b) Checks on ARMs risk assessments and risk management plans
A process is in place to review and check the accuracy and completeness of ARMS risk assessments and risk management plans. Audit testing confirmed that there is a list of checks that are undertaken however these have not been formally documented or approved. Audit were informed that the College of Policing is to issue new guidance relating to the review of ARMs risks assessments and that this will be made available to relevant officers. 
	Agreed management action: 

Now in place with quality assurance audits.

DI MOSOVO now completes 4 quality assurance checks per month on a random of ARMs risk assessments and risk management plans that have already been reviewed by Supervisors; this increases the confidence that the completion and supervision is fit for purpose.



	Recommendation 7:

Arrangements should be put in place to assure management that the ARMS risk assessments and risk management plans are verified in accordance with their requirements and that where any issues are identified these are reported and corrective action taken where appropriate. 
	

	Risk exposure if not addressed:
· Service priorities are not achieved because there is not effective monitoring and reporting over the ARMs risk assessments and risk management plans. 
· Non-compliances with procedures to follow may remain undetected.
	Responsible manager for implementing: 

DI MOSOVO
Date to be implemented:

06/2017


Audit Assurance Opinions
There are four levels of assurance used; these are defined as follows:
	Definition:
	Rating Reason

	Substantial 
	There is a sound system of internal control designed to achieve the system objectives and this minimises risk.​

	The controls tested are being consistently applied and no weaknesses were identified.

Recommendations, if any, are of an advisory nature in context of the systems and operating controls & management of risks.

	Reasonable
	There is a reasonable system of internal control in place which should ensure that system objectives are generally achieved, but some issues have been raised which may result in a degree of risk exposure beyond that which is considered acceptable.
	Generally good systems of internal control are found to be in place but there are some areas where controls are not effectively applied and/or not sufficiently developed. 

Recommendations are no greater than medium priority.

	Partial
	The system of internal control designed to achieve the system objectives is not sufficient. Some areas are satisfactory but there are an unacceptable number of weaknesses which have been identified and the level of non-compliance and / or weaknesses in the system of internal control puts the system objectives at risk.


	There is an unsatisfactory level of internal control in place as controls are not being operated effectively and consistently; this is likely to be evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for address.

	Limited / None
	Fundamental weaknesses have been identified in the system of internal control resulting in the control environment being unacceptably weak and this exposes the system objectives to an unacceptable level of risk.
	Significant non-compliance with basic controls which leaves the system open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include high priority matters for address. Some medium priority matters may also be present.


Grading of Audit Recommendations

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit recommendations used; high, medium and advisory, the definitions of which are explained below.

	Definition:

	High
	●
	Significant risk exposure identified arising from a fundamental weakness in the system of internal control

	Medium
	●
	Some risk exposure identified from a weakness in the system of internal control 

	Advisory
	●
	Minor risk exposure / suggested improvement to enhance the system of control


Recommendation Follow Up Arrangements:
· High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This follow up work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented.

· Medium priority recommendations will be followed with the responsible officer within the defined timescales.

· Advisory issues are for management consideration.
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