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Audit Resources

	Title
	Name
	Email 
	Telephone

	Audit Manager
	Emma Toyne
	emma.toyne@cumbria.gov.uk
	01228 226261

	Lead Auditor(s)
	Sarah Fitzpatrick
	sarah.fitzpatrick@cumbria.gov.uk
	01228 226255


Audit Report Distribution 

	For Action:
	Michelle Skeer (Deputy Chief Constable) 

	For Information:
	Stephen Kirkpatrick (Director of Corporate Support)

Sarah Jackson (Superintendent - Professional Standards Department)
Roger Marshall (PCC/CC Chief Finance Officer)

	Audit Committee
	The Joint Audit & Standards Committee, which is due to be held on 24th May 2017, will receive the report.


Note: Audit reports should not be circulated wider than the above distribution without the consent of the Audit Manager.
1. Background

1.1. This report summarises the findings from the audit of Information Security. This was a planned audit assignment which was undertaken in accordance with the 2016/17 Audit Plan. 

1.2. Information Security is important to the organisation because of growing dependence on systems which hold and process information. At the same time there is increased public awareness about the proper use of information, particularly personal data and information security threats from criminals and terrorists. It is crucial that the Constabulary has robust arrangements in place to protect the confidentiality, integrity and availability of information. Information security breaches can result in service disruption and loss, financial penalties, lack of public confidence and reputational damage.

2. Audit Approach

2.1. Audit Objectives and Methodology
2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks relating to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the five key audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this report.
2.2. Audit Scope and Limitations
2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review was the Deputy Chief Constable.  The agreed scope of the audit was to provide assurance over management’s arrangements for governance, risk management and internal control in the following areas:
· Roles and responsibilities.

· Procedures. 

· Training.

· Information security incidents.

· Security and accessibility arrangements (physical & digital information).

2.2.2. There were no instances whereby the audit work undertaken was impaired by the availability of information. 
3. Assurance Opinion

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. The definition for each level is explained in Appendix A.
3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within Information Security provide reasonable assurance.   

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete assurance cannot be given to an audit area.

4. Summary of Recommendations, Audit Findings and Report Distribution
4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B. 
4.2. There are 3 audit recommendations arising from this audit review and these can be summarised as follows:

	No. of recommendations

	Control Objective
	High
	Medium
	Advisory

	1. Management - achievement of the organisation’s strategic objectives (see section 5.1.)
	-
	-
	-

	2. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.2.)
	-
	-
	-

	3. Information - reliability and integrity of financial and operational information (see section 5.3)
	-
	-
	-

	4. Security - safeguarding of assets (see section 5.4)
	-
	2
	1

	5. Value - effectiveness and efficiency of operations and programmes (see section 5.5)
	-
	-
	-

	Total Number of Recommendations
	-
	2
	1


4.3. Strengths: The following areas of good practice were identified during the course of the audit:
· There is a clearly defined and approved Information Security Policy in place that supports corporate priorities. An updated 2017 version has been drafted for approval by the Information Security Board in March 2017. Sound arrangements are in place to ensure the Information Security Policy reflects current best practice / national guidance.

· There is visible and formal senior management commitment to information security.

· Information security risks are considered as part of the established risk management process and production of annual Information Asset Owner reports.
· Clear, documented information security procedures are in place including system access permissions, physical security arrangements, management of mobile devices and removable media and reporting and managing information security incidents.
· There is a dedicated ‘Information Security’ page on the force intranet available to staff.
· Comprehensive breach management arrangements are set out in the Information Security procedures.
· New software is currently being implemented to proactively audit activities across the network to pick up on exceptional activity for review, including potential security breaches.

· Robust security measures are utilised including encryption, complex passwords and dual authentication with the use of portable storage media and devices carefully controlled.
4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

4.4.1. High priority issues: - none identified
4.4.2. Medium priority issues:
· The responsibility of managers to adjust the access permissions of staff that changes jobs in the constabulary are not clearly defined.

· A mechanism is not in place for managers to periodically confirm the access permissions of their staff.
4.4.3. Advisory issues:
· Newly designed posters that raise awareness of premises security requirements haven’t yet been displayed around constabulary buildings.
	Comment from the Deputy Chief Constable:
I welcome this report from Internal Audit and I am pleased to note the audit assurance grading. Information Security is high on the Constabulary agenda with all managers being committed. The Constabulary has also invested considerable time ensuring policies, procedures are in place, and broader awareness has taken place with wider staff.  I am pleased that this hard work has been seen by internal audit and reflected in the audit grading.

 All recommendations made have already been actioned, details of which are included in this report. These will be progressed through the Professional Standards Department and reported back through Business Board and Joint Audit and Standards Committee. 
 


MANAGEMENT ACTION PLAN

5. Matters Arising / Agreed Action Plan

	
	


5.1
Security - safeguarding of assets. 
●  Medium priority  (Recs 1 & 2)
	Audit finding
	Management response

	(a) Access Permissions
The responsibility of managers to adjust the access permissions of staff that changes jobs in the constabulary is not clearly defined in policy or procedures. Consequently practices are inconsistent across departments and reliance is placed on the ICT team to identify these changes via Origin HR reports and amend permissions accordingly. Arrangements are not in place for managers to consistently review the access permissions of their staff across systems on a periodic basis. 
A periodic review of access permissions would give management assurance that access is still required, access is at an appropriate level according to job responsibilities and staff are still in post etc.
	Agreed management action: 

The responsibility of managers to adjust the access permissions of staff who change jobs within the constabulary will be defined within the Information Security Policy.

We accept that we do not currently have a mechanism in place for managers to periodically confirm the access permissions of their staff. 

We will pursue this recommendation by instigating Business Systems to undertake an annual check of all system access permissions, which can be shared with relevant supervisors to check and return for amendment. 

	Recommendation 1:
The responsibility of managers to adjust the access permissions of staff who change jobs in the constabulary should be clearly defined and communicated.
Recommendation 2:

Arrangements should be in place for managers to periodically confirm the access permissions of their staff.

	

	Risk exposure if not addressed:
· Unauthorised access to view, alter, disclose or destroy data.

· Penalties and reputational damage arising from security breaches.
	Responsible manager for implementing: 

Head of Professional Standards
Date to be implemented:

May 2017


  ●  Advisory issue

	Audit finding
	Management response

	(a) Physical Security
Counter terrorism officers from other forces carried out penetration testing on Cumbria Constabulary premises in September and October 2016. A number of physical security issues were reported. Measures have been taken to raise staff awareness of physical security requirements, including the design of a series of posters to be displayed around buildings. At the time of the audit review there was no evidence that the posters had been put on display within HQ buildings.
	Agreed management action: 

The Head of Estates is progressing this. We estimate that the posters will be on display by the end of April 2017.

	Recommendation 3:

Posters that raise awareness of premises security requirements should be displayed around constabulary buildings.

	

	Risk exposure if not addressed:
· Harm and loss arising from unauthorised access to premises, equipment and information.
· Penalties and reputational damage arising from security breaches.
	Responsible manager for implementing: 

Head of Professional Standards
Date to be implemented:

May 2017 


Audit Assurance Opinions

There are four levels of assurance used; these are defined as follows:

	Definition:
	Rating Reason

	Substantial 
	There is a sound system of internal control designed to achieve the system objectives and this minimises risk.​


	The controls tested are being consistently applied and no weaknesses were identified.

Recommendations, if any, are of an advisory nature in context of the systems and operating controls & management of risks.

	Reasonable
	There is a reasonable system of internal control in place which should ensure that system objectives are generally achieved, but some issues have been raised which may result in a degree of risk exposure beyond that which is considered acceptable.
	Generally good systems of internal control are found to be in place but there are some areas where controls are not effectively applied and/or not sufficiently developed. 

Recommendations are no greater than medium priority.

	Partial
	The system of internal control designed to achieve the system objectives is not sufficient. Some areas are satisfactory but there are an unacceptable number of weaknesses which have been identified and the level of non-compliance and / or weaknesses in the system of internal control puts the system objectives at risk.


	There is an unsatisfactory level of internal control in place as controls are not being operated effectively and consistently; this is likely to be evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for address.

	Limited / None
	Fundamental weaknesses have been identified in the system of internal control resulting in the control environment being unacceptably weak and this exposes the system objectives to an unacceptable level of risk.
	Significant non-compliance with basic controls which leaves the system open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include high priority matters for address. Some medium priority matters may also be present.


Grading of Audit Recommendations

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit recommendations used; high, medium and advisory, the definitions of which are explained below.

	Definition:

	High
	●
	Significant risk exposure identified arising from a fundamental weakness in the system of internal control

	Medium
	●
	Some risk exposure identified from a weakness in the system of internal control 

	Advisory
	●
	Minor risk exposure / suggested improvement to enhance the system of control


Recommendation Follow Up Arrangements:

· High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This follow up work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented.

· Medium priority recommendations will be followed with the responsible officer within the defined timescales.

· Advisory issues are for management consideration.
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