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Audit Resources

	Title
	Name
	Email 
	Telephone

	Audit Manager
	Emma Toyne
	emma.toyne@cumbria.gov.uk
	01228 226261

	Lead Auditor
	Diane Lowry
	diane.lowry@cumbria.gov.uk
	01228 226281


Audit Report Distribution 

	For Action:
	Mark Pannone, T/Chief Superintendent of Territorial Policing Command 

	For Information:
	Sean Robinson,  Assistant Chief Constable

	Audit Committee
	The Joint Audit & Standards Committee, which is due to be held on 23rd May 2017, will receive the report. 



Note: Audit reports should not be circulated wider than the above distribution without the consent of the Audit Manager.
1. Background

1.1. An audit of Business Continuity was previously carried out in 2014/15.   Based on the evidence provided at that time, the audit concluded that the controls in operation provided Partial assurance.  Improvements were agreed and included the areas of policy and procedures, monitoring and review, plan testing and record maintenance.  

1.2. Internal Audit has recently undertaken a formal follow up audit to provide updated assurance to senior management and the Joint Audit and Standards Committee that the previously agreed actions to address each recommendation have been fully implemented and all controls are working effectively to mitigate the risks previously identified.

2. Audit Approach

2.1. Follow up Methodology
2.1.1. The Internal Audit follow up process involved obtaining an update statement from management and then undertaking testing as necessary to confirm that the actions have been fully implemented and that controls are working as intended to mitigate risk.  

2.1.2. It is the responsibility of management to continue to monitor the effectiveness of internal controls to ensure they continue to operate effectively.  
3. Assurance Opinion

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. The definition for each level is explained in Appendix A.
3.2. Where the outcomes of the follow up confirm that actions have been successfully implemented and controls are working effectively, the internal audit assurance opinion may be revised from that provided by the original audit. 

3.3. From the areas examined and tested as part of this follow up review we now consider the current controls operating in respect of Business Continuity provide Reasonable assurance.   This has been revised from the original opinion of Partial.  
4. Summary of Recommendations and Audit Findings 
4.1. There are three levels of audit recommendation.  The definition for each level is explained in Appendix B. 

4.2. The previous audit raised 7 audit recommendations for action. Evidence was provided that significant developments have been made, with one area requiring further action. In summary;
· Six recommendations have been successfully implemented (summarised  at Section 4.3)

· One recommendation has been partially completed and further action is needed to adequately address the risk exposure (summarised  at Section 4.4). 

4.3. Recommendations fully implemented:

· A Business Continuity Management Policy has been developed and approved by senior management.

· A BCM Strategy has been developed and approved which sets out the strategic objectives and critical activities of the Constabulary.  We note that the document saved on the intranet had no header page or version control. 

· The Business Continuity Management Policy and the Strategy establish the steps for assuring the Chief Constable that Business Continuity Plans have been prepared in line with operational requirements.  This includes the Operations Board reporting to the Chief Officer Group.

· An Officer has been nominated to keep up to date with emerging legislation and with ensuring that the Business Continuity Policy and Strategy are updated with the necessary changes.  We are informed that the new Business Continuity Plan template has been revised and now refers to updated legislation
· A review of critical activities across the constabulary has been undertaken and the ACPO guidance has been considered before preparing the new plan template.  This ensures that the critical activities and functions cover corporate priorities across the Constabulary.
· The Policy and Strategy documents set out the requirement for an annual review and update of the BC Plans.  An updated Business Continuity Plan template has been designed for use in 2016/17. We note that the revised BC Plan template does not include a section for detailing the future review date.
4.4. Areas for further development: 

From the evidence provided as part of this follow up there is one audit recommendation which requires further action as follows:

4.4.1. Medium priority issues:
· Arrangements are not currently in place for Civil Contingencies Unit to demonstrate to senior management that they have fulfilled their responsibilities as outlined in the Business Continuity policy.
	Comment from the Assistant Chief Constable
I note and welcome the findings of the Audit report.  The Constabulary has shown positive progress since the last audit in 2014/15, and has moved to partial reassurance to Reasonable reassurance.  Good progress has seen six recommendations being successfully implemented as outlined in the report.  However there is still one recommendation that requires further action, which is a medium priority, I have tasked the TP Commander with addressing this recommendation, and providing an update to Ops Board in July 2017, which will provide governance and reassurance.
T/ACC S Robinson




5. Matters Arising / Agreed Action Plan

5.1. Information - reliability and integrity of financial and operational information.
	Audit Finding
	

	●  Medium priority- partially implemented
Testing of Business Continuity Plans                                                                                                                                                                           
We were advised that there is currently no overarching testing plan for business continuity arrangements.

	Outcome from follow up:

The Constabulary’s requirement for testing the robustness of the Business Continuity Plans is set out in the Policy and Strategy documents.  The policy states that “…a programme of exercises will be implemented by the CCU (Civil Contingencies Unit) to validate and improve these plans”.  There is no evidence that a programme of testing has been developed by CCU to comply with this policy.  CCU have provided details of their departmental critical activities and testing / exercises undertaken. There have been a number of exercises and actual incidents since July 2015 but it is unclear if they link to specific business continuity plans in other departments and how they contribute to overall assurances regarding the robustness of business continuity arrangements for senior management.

	Recommendation:
●  Medium priority Arrangements should be put in place for CCU to demonstrate to senior management that they have fulfilled their responsibilities as outlined in the policy. 


Audit Assurance Opinions

There are four levels of assurance used; these are defined as follows:

	Definition:
	Rating Reason

	Substantial 
	There is a sound system of internal control designed to achieve the system objectives and this minimises risk.​


	The controls tested are being consistently applied and no weaknesses were identified.

Recommendations, if any, are of an advisory nature in context of the systems and operating controls & management of risks.

	Reasonable
	There is a reasonable system of internal control in place which should ensure that system objectives are generally achieved, but some issues have been raised which may result in a degree of risk exposure beyond that which is considered acceptable.
	Generally good systems of internal control are found to be in place but there are some areas where controls are not effectively applied and/or not sufficiently developed. 

Recommendations are no greater than medium priority.

	Partial
	The system of internal control designed to achieve the system objectives is not sufficient. Some areas are satisfactory but there are an unacceptable number of weaknesses which have been identified and the level of non-compliance and / or weaknesses in the system of internal control puts the system objectives at risk.


	There is an unsatisfactory level of internal control in place as controls are not being operated effectively and consistently; this is likely to be evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for address.

	Limited / None
	Fundamental weaknesses have been identified in the system of internal control resulting in the control environment being unacceptably weak and this exposes the system objectives to an unacceptable level of risk.
	Significant non-compliance with basic controls which leaves the system open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include high priority matters for address. Some medium priority matters may also be present.


Grading of Audit Recommendations

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit recommendations used; high, medium and advisory, the definitions of which are explained below.

	Definition:

	High
	●
	Significant risk exposure identified arising from a fundamental weakness in the system of internal control

	Medium
	●
	Some risk exposure identified from a weakness in the system of internal control 

	Advisory
	●
	Minor risk exposure / suggested improvement to enhance the system of control
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