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Audit Resources

Title Name Email  Telephone 

Audit Manager Emma Toyne emma.toyne@cumbria.gov.uk 01228 226261 

Lead Auditor Sarah Wardle 
sarah.wardle@cumbria.gov.uk 

 
01228 226255 

 

Audit Report Distribution  

For Action: 
Andy Towler (Chief Superintendent – Operational Benefits Delivery) 

Stephen Kirkpatrick (Director of Corporate Support) 

For Information: 
Jason Corbishley (Head of ICT) 

Ian Hogarth (ICT Business Development Manager) 

Michelle Skeer (Deputy Chief Constable) 

Ruth Hunter (Chief Finance Officer / Deputy Chief Executive OPCC) 

Audit Committee The Audit Committee, which is due to be held on 15th March 2017, will receive the report. 

 

Note: Audit reports should not be circulated wider than the above distribution without the consent of the Audit Manager. 
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1 Background
 

1.1 This report summarises the findings from the audit of the mobile and digital programme within Cumbria Constabulary. This was a planned audit 

assignment which was undertaken in accordance with the 2016/17 Audit Plan.  

1.2 The Mobile and Digital Programme is included in the Constabulary’s Business Plan 2013-17. The programme is important to the organisation 

because it contributes to the modernisation of the police service and supports elements in the Police and Crime Plan through investment in 

technology to make efficiency savings, ensure sustainability, maximise the efficiency and effectiveness of front line policing and improve visibility.  

 

 

2 Audit Approach 
 

2.1 Audit Objectives and Methodology 

 

2.1.1 Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks relating 

to the organisation’s governance, operations and information systems. A risk based audit approach has been applied which aligns to the five key 

audit control objectives which are outlined in section 4 of this report. 

 

2.2 Audit Scope and Limitations 

 

2.2.1 The Audit Scope was agreed with management prior to the commencement of this audit review. The Client Sponsor for this review was the 
Director of Corporate Support and the agreed scope was to provide independent assurance over management’s arrangements for ensuring 
effective governance, risk management and internal controls in the following area: 

 Measuring, monitoring and reporting on mobile and digitisation benefits. 

 Identification and application of learning as the project progresses. 
 

There were no instances whereby the audit work undertaken was impaired by the availability of information.  
 

3 Assurance Opinion 
 

3.1 Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 
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control and potential impact of any identified system weaknesses. There are 4 levels of assurance opinion which may be applied. The definition 

for each level is explained in Appendix A. 

 

3.2 From the areas examined and tested as part of this audit review, we consider the current controls operating in respect of mobile devices and 

digitisation benefits provide substantial assurance.    

 

 Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and 

complete assurance cannot be given to an audit area. 

 

4 Summary of Recommendations, Audit Findings and Report Distribution 
 

4.1 There are three levels of audit recommendation; the definition for each level is explained in Appendix B.  

 

4.2 There is 1 audit recommendation arising from this review. 

 

 

 

No. of recommendations 

Control Objective High Medium Advisory 

1. Management - achievement of the organisation’s strategic objectives (see section 5.1) - - 1 

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts  (see section 5.2) - - - 

3. Information - reliability and integrity of financial and operational information (see section 5.3) - - - 

4. Security - safeguarding of assets  - - - 

5. Value - effectiveness and efficiency of operations and programmes (see section 5.4) - - - 

Total Number of Recommendations - - 1 
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4.3 Strengths: The following areas of good practice were identified during the course of the audit: 

 

 There is an approved business case for the Mobile and Digital Programme setting out strategic objectives and with clear links to service & 

organisational objectives and transformation activities.   

 Senior management are visibly committed to driving through the benefits of mobile and digital technology and this is demonstrated through 

representation on the Mobile and Digital Project Board. 

 Responsibility for the delivery of operational benefits has been allocated to a nominated Chief Superintendent. 

 A sound project governance structure is in place for delivery of the Mobile and Digital Project and the realisation of identified benefits. There is 

a defined project team, including a named Project Manager, and clearly described roles & responsibilities. 

 Opportunities to explore the benefits of mobile working are maximised through connections with the University of Cumbria & the N8 Research 

Partnership. 

 A project risk register reflecting current risks is maintained in accordance with the Constabulary’s risk management process. 

 A post implementation review was carried out at the end of Tranche 1 with lessons learnt to be applied to future stages of the project. 

 Feedback on project benefits is actively sought from users as part of ongoing learning and improvement. 

 An update on Mobile and Digital Programme benefits is scheduled to be presented to the OPCC in November 2016. 

 

4.4 Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements: 

 

.4.1 High priority issues: 

None identified. 

 

.4.2 Medium priority issues: 

 None identified. 

 

.4.3 Advisory issues: 

 The current Business Plan has not been refreshed since 2014 to reflect ongoing learning, developments in policing services and renewed 

priorities going forward. There is an intention to update the business plan to support priorities in the next Police and Crime Plan which needs 

to be fulfilled. 
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Comment from the Director of Corporate Support: 

 

I am delighted that this review of Mobile & Digital has provided Substantial assurance and that there are no high or medium recommendations 

identified that require action.  I note and accept the advisory recommendation to refresh the Constabulary Business Plan in support of the next 

Police and Crime Plan.  The Constabulary’s priorities and plans (including change and corporate / business plans) will be updated over the 

coming months in light of both emerging financial challenges and to support the new Police and Crime Plan. 

 

The audit has confirmed that the Constabulary has a sound and robust approach to the delivery of Mobile & Digital services and is actively 

ensuring that benefits are realised at each stage of the programme.  These findings are extremely positive in recognising the excellent work of 

all involved in the design and delivery of Mobile & Digital services to support and enable cost effective operational policing. 
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5 Matters Arising / Agreed Action Plan 
 

5.1 Management - achievement of the organisation’s strategic objectives. 

                   ● Advisory 

Audit finding Management response 

a) Benefits Realisation 

The original Business Plan, which includes digital working and mobility and flexibility, was prepared 

in 2013 and updated in November 2014. It outlines the benefits the initiatives will deliver and how 

they will contribute to service and organisational objectives and Cumbria Constabulary’s vision, as 

set out in the ‘Rights Picture’. A performance management framework has been developed for the 

project including key indicators to enable monitoring of project delivery and demonstrate the 

changes being made to the business. The performance management framework helps to monitor 

and demonstrate the delivery of key outputs and expected benefits, in particular; financial savings, 

increased visibility of officers and numbers of flexed devices distributed. 

 

The programme has progressed since 2013/14 in response to technological developments, 

ongoing user engagement, academic research and the identification of new benefits and dis-

benefits. The Constabulary proposes to re-visit the Business Plan and ensure it reflects this 

learning and advancement, fully supports priorities in the next Police and Crime Plan and 

contributes to evolving policing services. It is intended that any resulting changes in the anticipated 

benefits of the mobile and digital programme will be captured in a refreshed benefits realisation 

framework (pulling together various elements such as the Benefits Management Strategy and the 

performance management framework). The refreshed benefits realisation framework should be 

evidence based, able to measure the expected outcomes and demonstrate that benefits have been 

fully delivered and this need is acknowledged by the Constabulary. 

 

Agreed management action:  

a) Review Constabulary and Business Plan as 

required to meet emerging challenges and 

priorities in support of the next Police and 

Crime Plan.  Note that this will be 

undertaken in the context of whole 

organisation plans (change and corporate) 

which may not necessarily result in a 

specific Business Plan. 

 

b) The benefits of mobile and digital will 

continue to be refreshed and reviewed 

under the guidance of the Mobile & Digital 

Programme Board to ensure further 

development of a research based approach 

to demonstrate effective delivery.  Benefits 

realisation for Mobile & Digital will progress 

under the Programme banner rather than as 

part of a refreshed Business Plan. 

 

 
Recommendation 1: 

The intention to review and update the Business Plan to reflect ongoing learning, developments in 

policing services and renewed priorities going forward should be fulfilled following publication of the 
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next Police and Crime Plan. The benefits of mobile and digital working should be refreshed as part 

of this review process, with full consideration given as to how the organisation will develop a strong 

evidence base to demonstrate successful delivery. 

Risk exposure if not addressed: 

 Programme deliverables are not aligned to service and organisational objectives. 

 Wasted resources because the project does not provide clear, relevant benefits. 

 Organisation fails to apply learning and continuously adapt to make ongoing improvements.  

Responsible manager for implementing:  

a) Director of Corporate Support / 

b) Chief Superintendent – Operational 

Benefits Delivery 

Date to be implemented: 

July 2017 
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                  Appendix A 
Audit Assurance Opinions 
 

There are four levels of assurance used; these are defined as follows: 

 

Definition: Rating Reason 

Substantial  There is a sound system of internal control designed to achieve 
the system objectives and this minimises risk. 
 

The controls tested are being consistently applied and no 
weaknesses were identified. 
 
Recommendations, if any, are of an advisory nature in context of 
the systems and operating controls & management of risks. 

Reasonable There is a reasonable system of internal control in place which 
should ensure that system objectives are generally achieved, 
but some issues have been raised which may result in a degree 
of risk exposure beyond that which is considered acceptable. 

Generally good systems of internal control are found to be in 
place but there are some areas where controls are not effectively 
applied and/or not sufficiently developed.  
 
Recommendations are no greater than medium priority. 

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there 
are an unacceptable number of weaknesses which have been 
identified and the level of non-compliance and / or weaknesses 
in the system of internal control puts the system objectives at 
risk. 
 

There is an unsatisfactory level of internal control in place as 
controls are not being operated effectively and consistently; this is 
likely to be evidenced by a significant level of error being 
identified.  
 
Recommendations may include high and medium priority matters 

for address. 

Limited / None Fundamental weaknesses have been identified in the system of 

internal control resulting in the control environment being 

unacceptably weak and this exposes the system objectives to an 

unacceptable level of risk. 

Significant non-compliance with basic controls which leaves the 
system open to error and/or abuse. 
 
Control is generally weak/does not exist. Recommendations will 

include high priority matters for address. Some medium priority 

matters may also be present. 
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Grading of Audit Recommendations 

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of 

audit recommendations used; high, medium and advisory, the definitions of which are explained below. 

 

Definition: 

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control 

Medium ● Some risk exposure identified from a weakness in the system of internal control  

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control 

 

 

Recommendation Follow Up Arrangements: 

 High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This 

follow up work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented. 

 Medium priority recommendations will be followed with the responsible officer within the defined timescales. 

 Advisory issues are for management consideration. 
 


