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Audit Resources

Title Name Email  Telephone 

Audit Manager Emma Toyne emma.toyne@cumbria.gov.uk 01228 226261 

Lead Auditor Diane Lowry diane.lowry@cumbria.gov.uk 01228 226281 

 

 

Audit Report Distribution  

For Action: Andy Wilkinson – Chief Inspector Operational Support 

Mark Pannone –  Superintendent Operations 

For Information: Rob O’Connor – T/Chief Superintendent Territorial Policing Command  
Justin Bibby - T/Assistant Chief Constable  

Audit Committee The Joint Audit Committee, which is due to be held on 20 March 2019, will receive the report.  
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1. Background

1.1. An audit of the use of Stingers was previously carried out in 2016/17.   Based on the evidence provided at that time, the audit concluded that the 

controls in operation provided partial assurance.  Improvements were agreed in the following areas: 

 The arrangements to provide senior management with assurance over the Constabulary’s use of stingers. 

 Defining internal procedures and assigning roles and responsibilities in relation to Stingers. 

 The arrangements for ensuring that the driver training system alerts are actioned and the necessary refresher training is delivered on a timely 

basis. 

 The arrangements for reviewing pursuit information involving stingers to identify opportunities for improvement. 

 
1.2. Internal Audit has recently undertaken a formal follow up audit to provide updated assurance to senior management and the Joint Audit 

Committee that the previously agreed actions to address each recommendation have been fully implemented and all controls are working 
effectively to mitigate the risks previously identified. 
 

2. Audit Approach 
 

2.1. Follow up Methodology 

 

2.1.1. The Internal Audit follow up process involved completing an update statement based on what has been reported to the Joint Audit Committee and 

then undertaking testing as necessary to confirm that the actions have been fully implemented and that controls are working as intended to 

mitigate risk.   

 

2.1.2. It is the responsibility of management to continue to monitor the effectiveness of internal controls to ensure they continue to operate effectively.   

 

3. Assurance Opinion 
 

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 

control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. The definition 

for each level is explained in Appendix A. 

 

3.2. Where the outcomes of the follow up confirm that actions have been successfully implemented and controls are working effectively, the internal 
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audit assurance opinion may be revised from that provided by the original audit.  

 

3.3. From the areas examined and tested as part of this follow up review we now consider the current controls operating for the use of stingers provide 
partial assurance.  This is the same result as the original opinion and it assumes that controls assessed as adequate and effective in the original 
report have not changed and these have not been revisited as part of the follow up.   

 

4. Summary of Recommendations and Audit Findings  

 
4.1. There are three levels of audit recommendation.  The definition for each level is explained in Appendix B.  

 

4.2. The previous audit raised four audit recommendations for action. Whilst there have been some developments made, there are still areas which 

require further action to enable a greater level of assurance to be reached; in summary: 

 1 recommendation has been successfully implemented (summarised at Section 4.3); 

 3 recommendations have been partially completed and further action is needed to adequately address the risks exposed;  
 

4.3. Recommendations fully implemented: 

  Roles and responsibilities have been defined in the Stinger procedures document that was approved by the Operations Board in 

September 2017. 

 

4.4. Areas for further development:  

We were unable to confirm whether driver training or authorities due to expire are being covered as part of 15 week reviews as the information 
that was requested to demonstrate this was not provided. 
 
From the evidence that was provided as part of this follow up there are 3 of the original audit recommendations which require further action as 

follows: 

 

4.4.1. High priority issues: 

 Management cannot be assured that procedures are being complied with; audit testing found that following a police pursuit, Driver Training 

are not always provided with a pursuit recording form. 

 

 The Stinger Procedures document states that Authorised Professional Practice Roads Policing Pursuits does not contain comment in relation 
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to briefing or debriefing and this is not correct as reference is made to establishing briefing and debriefing protocols, under Analysing pursuits. 

 

4.4.2. Medium priority issues: 

 There have been delays in the implementation of the Chronicle system for managing driver training and evidence to demonstrate that there 

was an agreed timescale for this were not provided.  

 

 

4.4.3. Advisory issues: 

 There are no advisory issues. 
 
 
 
 

Comment from the T/Assistant Chief Constable 

I have discussed the report with T/Superintendent Andy Wilkinson and I am satisfied that the recommendations are being addressed. 

J Bibby T/ACC 11/02/19 
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5. Matters Arising / Agreed Action Plan 
 

5.1. Management - achievement of the organisation’s strategic objectives. 

 

Audit Finding  

(a) Management assurance on the use of stingers                                                                                                                               ●  High Priority 

We are informed that Approved Professional Practice (APP) guidance has been adopted for police pursuits; this includes the use of tactical options such 

as stingers.   

 

There are no arrangements in place to review or check compliance with APP stinger guidance, including the decisions taken to deploy a stinger, ensuring 

risk assessments have been carried out, information is being accurately recorded and refresher training frequency is on track. As a result, management 

cannot be assured over the use of stingers. 

Outcome from follow up:                                                                                                                                                                                                      (partially implemented) 

Following our audit in 2016/17 a procedures document, titled “Joint Audits and Standards Commission – Stinger Procedures” was prepared.  The 

document, which was approved by the Operations Board in September 2017 states that “it seeks to bridge governance gaps identified by the audit in 

relation to the use and maintenance of stingers... The document will address each of the findings from the audit report and enable a transparent process 

for those aforementioned governance gaps to be documented... This document will seek to rectify the auditors experience in this regard”. 

 

Audit testing confirmed that that the procedure is available within the policy library on the Force intranet but we were not provided with information to 

demonstrate that Officers have been informed of the procedure. 

 

The procedures require that all pursuits, including those where a stinger was deployed, are reported on a Pursuit Recording Form to Driver Training.  The 

Driver Training Team are then expected to review the pursuit from a learning and dissemination perspective so that they may identify any possible 

training issues etc.  The forms, which are retained by Driver Training, are also used for national reporting of pursuits, via the quarterly National Police 

Chiefs’ Council (NPCC) return. 

 

Audit testing on a sample of incidents found that Driver Training are not always informed that a pursuit has taken place because the required pursuit 
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recording forms are not always completed or provided by Officers.   

 

As a result management cannot be assured that procedures are being followed or that the information reported to the National Police Chiefs’ Council is 

complete. 

Recommendation:       
Arrangements should be in place to demonstrate that the Stinger Procedures document has been appropriately communicated, and a mechanism to 

provide management with assurance that the procedures are being complied with should be developed and documented. 

●  High priority   

 

 

5.2. Regulatory - compliance with laws, regulations, policies, procedures and contracts - effectiveness and efficiency of operations and programmes.  

 

Audit Finding  

(a) Driver Training                                                                                                                                                                                  ●  Medium priority   

 

APP police driver training guidance states that “where enhanced skills are required as part of daily or periodic use those skills require regular 

assessment and / or refresher training”.  APP Police Driving Training Governance recommends that regular assessment or refresher training is 

undertaken every 2 – 5 years depending on the role of the Officer.  

 

There is a mechanism in place to flag, to individual officers and the training department, when pursuit training is due to expire.  However, there are no 

defined responsibilities or procedures in place to ensure that this information is acted upon and drivers receive the appropriate training at the required 

time, ensuring that there is no skills gap. 

Outcome from follow up:                                                                                                                                                                                                       (partially implemented) 

Actions reported to Joint Audit and Standards Committee (JASC) included that the Constabulary were in the process of implementing a driver training 

software programme (Chronicle) and that this would allow greater scrutiny and management of training in this area. 

 

At the time of the audit we were advised that there had been delays in implementing the Chronicle system for driver training, due to other priorities and 
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that a planned end date for the implementation was not available.  It was suggested that this may be in place by the end of November 2018, but we have 

not been provided with any evidence to support this. 

 

It was also reported at JASC that prior to the full implementation of the Chronicle system, the Officer 5 & 15 week review process would be used to bring 

attention to any training and authorities that are due to expire.  The Stinger Procedures document, prepared following the original audit, reminds Officers 

that it is their responsibility to ensure that they are within any stinger or driving authorisation period, i.e. that skills are up to date.  It also confirms the 

expectation that as part of the 15 week reviews, “Sergeants will ensure that any authorities due to expire or training missed are discussed”. 

 

We were unable to confirm whether driver training skills were being covered as part of 15 week reviews as the information requested to demonstrate this 

was not provided.  

Recommendation:  

Management arrangements should ensure that there is a defined timescale for the implementation of the Chronicle system and that any deviations from 

this are appropriately agreed and reported. 

 

Management should ensure that there is evidence to demonstrate the discussions around any authorities due to expire or missed training. 

                                                                                                                                                                     ●  Medium priority   

 

 

Audit Finding  

(b)  Improvement activity                                                                                                                                                                    ●  Medium priority 

 

Pursuit decisions and tactics deployed are recorded in STORM on the incident logs together with recordings of communications.   More recently a 

national tool; NPCC pursuit recording has been adopted which records further information on pursuits for national submission. This information held is 

not reviewed or reported on internally for the purpose of confirming compliance with national requirements, capturing lessons learnt and identify training 

needs.   

 

APP guidance states that forces must establish briefing and debriefing protocols for pursuits and appoint an individual responsible for their recording and 

analysis.  We are informed that there is not a formal debrief in place following each pursuit. 
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15 week officer reviews are in place that provide an opportunity to discuss recent performance or issues.  However, the pursuit logs are not currently 

reviewed and reported on to inform these discussions. 

 

Without arrangements in place to review pursuit information involving stingers management cannot be assured of compliance with national requirements, 

data quality, that training needs are identified and lessons are learnt. 

Outcome from follow up:                                                                                                                                                                                                    (partially implemented) 

The Stinger Procedures document refers to the need to ensure compliance with Authorised Professional Practice Roads Policing Pursuits content and 

the Pursuit Tactics Directory and outlines the benefits around briefing and de-briefing.  It goes on to say “Authorised Professional Practice – Roads 

Policing – Police Pursuits does not contain comment in relation to briefing or debriefing”.    

 

However, on examination of the APP, as part of the audit, it was noted that briefing and debriefing protocols are in fact referred to under Road policing 

>Police pursuits>Analysing Pursuits, where it sets out that “when managing pursuits forces must establish briefing and debriefing protocols…”   

 

We cannot therefore provide assurance that management have appropriate arrangements in place to ensure that the current procedures are fully 

compliant with the requirements of APP.  

Recommendation 

The current arrangements for briefing and debriefing should be considered in association with the Authorised Professional Practice, Roads Policing 

Pursuits guidance to ensure that the procedures in place are fully compliant and that compliance can be clearly demonstrated. 

                                                                                                                                                                      ● High priority   
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Audit Assurance Opinions 
There are four levels of assurance used; these are defined as follows: 
 

 

Definition: Rating Reason 

Substantial  There is a sound system of internal control designed to achieve 
the system objectives and this minimises risk. 
 

The controls tested are being consistently applied and no 
weaknesses were identified. 
 
Recommendations, if any, are of an advisory nature in context of 
the systems and operating controls & management of risks. 

Reasonable There is a reasonable system of internal control in place which 
should ensure that system objectives are generally achieved, 
but some issues have been raised which may result in a degree 
of risk exposure beyond that which is considered acceptable. 

Generally good systems of internal control are found to be in 
place but there are some areas where controls are not effectively 
applied and/or not sufficiently developed.  
 
Recommendations are no greater than medium priority. 

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there 
are an unacceptable number of weaknesses which have been 
identified and the level of non-compliance and / or weaknesses 
in the system of internal control puts the system objectives at 
risk. 
 

There is an unsatisfactory level of internal control in place as 
controls are not being operated effectively and consistently; this is 
likely to be evidenced by a significant level of error being 
identified.  
 
Recommendations may include high and medium priority matters 
for address. 

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk. 

Significant non-compliance with basic controls which leaves the 
system open to error and/or abuse. 
 
Control is generally weak/does not exist. Recommendations will 
include high priority matters for address. Some medium priority 
matters may also be present. 
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Grading of Audit Recommendations 
Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of 

audit recommendations used; high, medium and advisory, the definitions of which are explained below. 

 

Definition: 

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control 

Medium ● Some risk exposure identified from a weakness in the system of internal control  

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control 

 

 
 

 

 

 

 

 

 


