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Audit Resources

Title Name Email  Telephone 

Audit Manager Emma Toyne emma.toyne@cumbria.gov.uk 01228 226261 

Lead Auditor(s) Sarah Fitzpatrick Sarah.fitzpatrick@cumbria.gov.uk 01228 226255 

 

 

Audit Report Distribution  

For Action: David Cherry (Force Disclosure Manager) 

Lesley Johnson (Project Manager) 

For Information: Sarah Jackson (Superintendent People Department) 

Stephen Kirkpatrick (Director of Corporate Support) 

Audit Committee The Joint Audit & Standards Committee, which is due to be held on 23rd May 2019, will receive the report. 

 

Note: Audit reports should not be circulated wider than the above distribution without the consent of the Audit Manager. 
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Executive Summary 
 

1. Background
 

1.1. This report summarises the findings from the audit of General Data Protection Regulation (GDPR) compliance. This was a planned audit 

assignment which was undertaken in accordance with the 2018/19 Audit Plan.  

 

1.2. The General Data Protection Regulation (GDPR) is Europe’s new framework for data protection laws that came into force on 25 May 2018.  It is 

important to Cumbria Constabulary because it places additional obligations on organisations in respect of the security and privacy of personal 

data, offers greater protection and rights to individuals and imposes higher monetary penalties for non-compliance and data breaches. The 

regulation is intended to strengthen and unify data protection for all individuals within the EU and is integral to the UK’s Data Protection Act 2018. 

 

1.3. Cumbria Constabulary established a Data Protection Project Team in May 2018 to implement a plan for achieving GDPR compliance. Approval 

has recently been given to extend the project until the end of March 2019 to fully deliver the plan. It is generally accepted that the Information 

Commissioner’s Office (ICO) acknowledge the scale of the undertaking, did not expect full compliance on 25th May 2018 and viewed the task as 

work in progress at this time. For this reason they are expected to take a more lenient view of data breaches in the immediate period following 

implementation of the Act, where it can be demonstrated that an action plan and resources are in place to achieve full compliance in a timely 

manner. The Act has now been operational for seven months and reports to the Constabulary’s Business Support Board indicate that a further 

three months of Project Team activity are required to achieve full compliance. This delay leaves the Constabulary exposed to a greater risk of 

enforcement action by the Information Commissioner, the levying of a monetary penalty and reputational damage in the event of a data protection 

breach. 

 

2. Audit Approach 
 

2.1. Audit Objectives and Methodology 

 

2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks relating 

to the organisation’s governance, operations and information systems. A risk based audit approach has been applied which aligns to the five key 

audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this report. 

 

2.2. Audit Scope and Limitations 
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2.2.1 The Audit Scope was agreed with management prior to the commencement of this audit review. The Client Sponsor for this review was the 

Director of Corporate Support. The agreed scope of the audit was to provide assurance over management’s arrangements for governance, risk 

management and internal control around the Constabulary’s plan for achieving GDPR compliance. 

 

2.2.2 There were no instances whereby the audit work undertaken was impaired by the availability of information.  

 

 

3 Assurance Opinion 
 

3.2 Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 

control and potential impact of any identified system weaknesses. There are 4 levels of assurance opinion which may be applied. The definition 

for each level is explained in Appendix A. 

 

3.3 From the areas examined and tested as part of this audit review, we consider the current controls operating around the Constabulary’s plan for 

achieving GDPR compliance provide reasonable assurance.    

 

 Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and 

complete assurance cannot be given to an audit area. 

 

4 Summary of Recommendations, Audit Findings and Report Distribution 
 

4.2 There are three levels of audit recommendation; the definition for each level is explained in Appendix B.  

 

4.3 There are 2 audit recommendations arising from this audit review and these can be summarised as follows: 

No. of recommendations 

Control Objective High Medium Advisory 

1. Management - achievement of the organisation’s strategic objectives (see section 5.1.) - 1 1 
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4.4 Strengths: The following areas of good practice were identified during the course of the audit: 

 The Constabulary has a designated Data Protection Officer which is a statutory requirement of the new legislation. 

 Senior management are committed to awareness raising activity across the force to ensure full understanding of GDPR and the changes it 

introduces. 

 The risks of non-compliance with new data protection legislation are included on the strategic risk register for ongoing monitoring and 

management. 

 Arrangements are in place for staying abreast of GDPR legislation and best practice. 

 Senior management have approved dedicated resources through to March 2019 to undertake the necessary work to achieve GDPR 

compliance. 

 Monthly meetings are held with the OPCC to review and discuss progress against the GDPR compliance plan. 

 

 

4.5 Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements: 

 

4.5.1 High priority issues: none identified. 

 

4.5.2 Medium priority issues: 

 Project management methodology and project governance arrangements are not fully developed. 

 

4.5.3 Advisory issues:  

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.2.) - - - 

3. Information - reliability and integrity of financial and operational information (see section 5.3) - - - 

4. Security - safeguarding of assets (see section 5.4) - - - 

5. Value - effectiveness and efficiency of operations and programmes (see section 5.5) - - -- 

Total Number of Recommendations - 1 1 
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 There have been issues with the quality of the data provided by the College of Policing in respect of completion of national GDPR training.  

 

 

Comment from the Director of Corporate Support: 

I am content with the findings of this Internal Audit review of the Constabulary’s compliance with General Data Protection Regulations (GDPR) 

and feel that a level of reasonable assurance is a fair reflection of the position at the time the audit was undertaken. 

 

As detailed within the report findings, the Constabulary have put a dedicated project team in place to address the requirements of the new 

GDPR regulations.  Good progress has been made, however it is recognised that further work is required, including a review of the longer term 

resourcing requirements.  The project team has been extended for a further six months period from April 2019.  The Constabulary have also 

instigated a wider review of Information Management which will cover relevant aspects of Authorised Professional Practice relating to 

Information Management, specifically including GDPR, Management of Police Information (MOPI), Freedom of Information (FOI), Data 

Protection Act (DPA) etc. 

 

The strengths articulated within the audit illustrate that the Constabulary are committed to meeting the requirements of the revised data 

protection legislation.  With regards to the two recommendations made, the Constabulary has received assurances from the College of Policing 

regarding resolution of the technical NCALT issues and are making strong progress with relevant staff undertaking the required training.  A 

revised project plan has also been developed which, together with introducing stronger project management disciplines, will address the 

concerns raised regarding the project governance. 

 

As already detailed, the longer term processes and structures regarding GDPR will be addressed as part of the Information Management 

review. 
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Management Action Plan 

 
5 Matters Arising / Agreed Action Plan 

 

5.1 Management - achievement of the organisation’s strategic objectives. 

● Advisory Issue   

Audit finding Management response 

(a) GDPR Training 

The National Centre for Applied Learning Technologies (NCALT) developed a Managing 

Information E-Learning package with the College of Policing to assist police forces across England 

and Wales. It explains how to handle, record and share information and covers the changes 

introduced by GDPR and the Law Enforcement Directive.  

 

Chief Officer Group decided in April 2018 that all police officers, police staff (including agency 

personnel) and PCSOs would be required to complete the national Managing Information E-

Learning package before commencement of the new legislation on 25th May 2018. Business 

Support Board received a GDPR update report from the GDPR Project Manager on 4th December 

2018 stating that just over 90% of personnel have now completed the course.  

 

There have been technical difficulties nationally with the E-Learning package and for a period of 

time an alternative PDF version of the training was put in place. The technical issues are monitored 

by the national co-ordinator for Data Protection Reform and she updates all Data Protection 

Officers and Heads of Information Management across the service on a monthly basis. It is 

understood from the national co-ordinator that the Information Commissioner’s Office has also 

been made aware of the issues. The GDPR Project Team has found that the technical issues have 

impacted on the reliability of course completion data available to forces.  

 

The data provided from the NCALT system (via the College of Policing) has to be compared to 

establishment information in Origin HR to establish the course completion rate and provide details 

Agreed management action:  

All technical issues have now been fixed and 

monthly reports on completion are received from 

the National Team. 

 

Regular reminders are issued to those whose 

GDPR e-learning completion is outstanding in order 

to further increase the over 90% completion rate.  

GDPR e-learning is now part of the induction 

process which will help to ensure that all new 

starters complete the training within their first week. 
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of employees who haven’t completed the course for follow up. This task is necessary because 

there is no link from the NCALT system to the Origin HR system to update individual training 

records. Reliance is therefore placed on the training information provided by the College of 

Policing. The comparison activity is largely manual, which could further affect the quality of 

information produced and reported to management each month via Project Status dashboards.  

 

It is the responsibility of Data Controllers to ensure that all officers and staff complete an 

appropriate level of data protection training. Reliable data on course completion is necessary for 

ongoing monitoring and management, of the completion of initial training and any subsequent 

refresher training.   

Recommendation 1: 

Assurance should be sought from the College of Policing regarding the resolution of technical 

issues with the NCALT e-learning package and the quality of training data now available for 

monitoring and reporting purposes. 

Risk exposure if not addressed: 

 Data breaches arising from misunderstandings because of inadequate training. 

 Sanctions arising from non-compliance with data protection legislation. 

 Reputational damage arising from non-compliance with data protection legislation. 

 

Responsible manager for implementing:  

Project Manager - GDPR 

Date to be implemented: 

07/2019 

 

 

●  Medium priority   

Audit finding Management response 

(b) Project Governance 

A paper was presented to Chief Officer Group in April 2018 setting out some basic governance 

arrangements around the establishment of a Data Protection Project Team and nomination of a 

Data Protection Officer. However management are unable to demonstrate that established project 

Agreed management action:  

Project governance has been further developed 

since the audit: 

Roles and responsibilities have been clarified, the 
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management methodology is being followed and that governance arrangements have been fully 

developed. For example: 

 

 There is limited clarity around the roles and responsibilities of the Project Manager and 

Project Assistant within the Project Team, their relationship with the Force Disclosure 

Manager and leadership roles. 

 

 Terms of reference for the project have not been fully developed to establish as a minimum: 

project objectives, work plan, monitoring and reporting arrangements (frequency & 

recipients), required level of stakeholder involvement, key phases of the project and 

resources. 

 

 A project risk register has not been developed to identify, monitor and manage risks that 

impact on the delivery of the plan on an ongoing basis, with escalation arrangements. 

 

 Management have not set out their expectations in respect of monitoring information to 

monitor and manage project progress on a timely basis. Good quality data is required for 

effective challenge of progress / performance and agreement of actions to address any 

slippage. 

 

 Project management software is not utilised across the project team (e.g. MS Project). A 

series of separate spreadsheets are used making it difficult to develop a comprehensive 

plan of activity, prioritise tasks, assign resources and responsibilities to tasks, establish 

timescales, review workloads and monitor progress. 

 

 The project team does not have designated office space making close and regular 

communication more difficult. This increases the likelihood of duplication and some tasks 

being missed altogether. Furthermore the Force Disclosure Manager remains within the 

Disclosure Unit and it is understood that business as usual in the unit can have an impact 

project plan has been reviewed and reprioritised.  

This will be presented to Business Support Board 

on 10th April 2019. 

 

A wider review of Information Management will take 

place and will include processes and structures 

around GDPR. 
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upon his time, and therefore the project. 

 

 RAG status ratings on project work plans are not used effectively to indicate progress 

against time targets and highlight where intervention is needed. They are being used to 

indicate if a task has not been started, is underway or complete.  

 

Fully established project management methodology and governance arrangements would 

strengthen project management arrangements, improve project oversight and support assurances 

regarding full and effective project delivery. 

Recommendation 2: 

Management should ensure that project management methodology and project governance are 

fully developed. 

Risk exposure if not addressed: 

 Failure to achieve full compliance in a timely manner. 

 Reputational damage arising from non-compliance with data protection legislation. 

 Sanctions arising from non-compliance with data protection legislation. 

Responsible manager for implementing:  

Project Manager - GDPR 

Date to be implemented: 

04/2019 
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                  Appendix A 

Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

 

Definition: Rating Reason 

Substantial  There is a sound system of internal control designed to achieve 
the system objectives and this minimises risk. 
 

The controls tested are being consistently applied and no 
weaknesses were identified. 
 
Recommendations, if any, are of an advisory nature in context of 
the systems and operating controls & management of risks. 

Reasonable There is a reasonable system of internal control in place which 
should ensure that system objectives are generally achieved, 
but some issues have been raised which may result in a degree 
of risk exposure beyond that which is considered acceptable. 

Generally good systems of internal control are found to be in 
place but there are some areas where controls are not effectively 
applied and/or not sufficiently developed.  
 
Recommendations are no greater than medium priority. 

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there 
are an unacceptable number of weaknesses which have been 
identified and the level of non-compliance and / or weaknesses 
in the system of internal control puts the system objectives at 
risk. 
 

There is an unsatisfactory level of internal control in place as 
controls are not being operated effectively and consistently; this is 
likely to be evidenced by a significant level of error being 
identified.  
 
Recommendations may include high and medium priority matters 

for address. 

Limited / None Fundamental weaknesses have been identified in the system of 

internal control resulting in the control environment being 

unacceptably weak and this exposes the system objectives to an 

unacceptable level of risk. 

Significant non-compliance with basic controls which leaves the 
system open to error and/or abuse. 
 
Control is generally weak/does not exist. Recommendations will 

include high priority matters for address. Some medium priority 

matters may also be present. 
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Grading of Audit Recommendations 

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of 

audit recommendations used; high, medium and advisory, the definitions of which are explained below. 

 

Definition: 

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control 

Medium ● Some risk exposure identified from a weakness in the system of internal control  

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control 

 

 

Recommendation Follow Up Arrangements: 

 High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This 

follow up work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented. 

 Medium priority recommendations will be followed with the responsible officer within the defined timescales. 

 Advisory issues are for management consideration. 
 


