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Audit Resources 

Title Name Email Telephone 

Audit Manager Emma Toyne emma.toyne@cumbria.gov.uk 07810532759 

Lead Auditor Sarah Fitzpatrick Sarah.fitzpatrick@cumbria.gov.uk 07464522833 

 

Audit Report Distribution 

For Action: 
Jonny Blackwell (T/Assistant Chief Constable) 

 

Audit Committee: The Joint Audit Committee which is due to be held on 16th March 2022 will receive the report. 

 

Note: Audit reports should not be circulated wider than the above distribution without the consent of the Audit Manager. 
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Executive Summary 

Background 

This report summarises the findings from an audit of the Digital Leadership Programme. This was a planned audit assignment which was 

undertaken in accordance with the 2021/22 Audit Plan.  

The Digital Leadership Programme is important to the organisation because it helps to build digital knowledge and skills throughout the force 

as the nature of crime changes and evolves, reliance on digital technology increases and more agile ways of working develop. This contributes 

to the strategic priority of making Cumbria even safer and the delivery of objectives in the Police and Crime Plan for Cumbria 2016-20 and 

Vision 2025.  

The Digital Leadership Programme (DLP) was developed by Cumbria Constabulary and Durham Constabulary in collaboration. It is a new 

digital approach to training, delivered entirely remotely through a series of mandatory, bespoke learning modules developed for managers in 

both forces. There are bronze, silver and gold level versions of the programme and both officers and staff are included. The programme is 

delivered digitally via Teams for completion within a specified number of weeks and comprises various modules focussed around digital 

thinking. Areas covered by the programme include information security, remote tasking and briefing, digital evidence and intelligence and 

digital engagement. Use is made of case studies to test and apply programme learning.  

 

Audit Approach 

Audit Objectives and Methodology 

Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks 

relating to the organisation’s governance, operations and information systems. A risk-based audit approach has been applied which aligns to 

the five key audit control objectives. Detailed findings and recommendations are set out within the Management Action Plan. 
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Audit Scope and Limitations 

The Audit Scope was agreed with management prior to the commencement of this audit review. The Client Sponsor for this review was T/ACC 

Jonathan Blackwell. The agreed scope of the audit was to provide assurance over management’s arrangements for governance, risk 

management and internal control around the following: 

• Design of the programme – testing responsiveness to current changes in short term and long term demand. Testing will cover plans 
for both police officers and police staff. 

• Delivery of the Programme across each of the three elements (bronze, silver and gold). Areas of focus will include monitoring 
attendance and flexibility of delivery, cost (non-financial cost and sharing resources across two forces), feedback and evaluation, 
arrangements for senior management oversight of progress and issues. 

• Skills and knowledge - arrangements for ensuring skills and knowledge relayed through the programme are put into practice in the 
workplace. 

• Plans on future model continuous development – arrangements to develop the Programme on an ongoing basis. 
 

It should be noted that audit work undertaken was impaired by the availability of information regarding the gold level programme as it was just 

launching at the time the audit review commenced and as a result information on the gold level programme was not available for us to 

consider. 

Assurance Opinion 

Each audit review is given an assurance opinion, and this provides Joint Audit Committee and Officers with an independent assessment of 

the overall level of control and potential impact of any identified system weaknesses. There are 4 levels of assurance opinion which may be 

applied. The definition for each level is explained in Appendix A. 

From the areas examined and tested as part of this audit review, we consider the current controls operating around the Digital Leadership 

Programme provide Reasonable Assurance. 

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and 

complete assurance cannot be given to an audit area. 
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Summary of Audit Findings and Recommendations 

Controls were operating effectively in the following areas: 

 

Governance 

• There is a designated strategic lead for the Digital Leadership Programme. 

• There is clear and visible senior management commitment to the Digital Leadership Programme. The Chief Constables of both 

forces have established this support through staff video messages and bulletins.  

 

Design of the programme 

• There was full consultation across both forces during the development of the training package for the Digital Leadership Programme 

to ensure there was clear understanding and prioritisation of requirements. Operational business leads were identified in both 

forces to collaborate on the design and delivery of each training module and ensure needs and priorities were met. 

• The Digital Leadership Programme was designed to be flexible and accessible, providing delegates with a choice of dates and 

times for each module and 15 weeks to complete the programme. The learning was created in succinct blocks to fit in with work 

schedules. 

 

Delivery of the Programme across each of the three elements 

• The Digital Leadership Programme was pitched at different managerial levels of police officer (bronze, silver and gold), and also 

tailored to police staff supervisors and managers. This provided all leaders with an opportunity to expand their digital knowledge 

and strengthen their digital skills.  

• Arrangements were in place to collect and report course attendance data during programme delivery for management attention 

and follow up. There are examples of low attendance being raised with management and follow up action being agreed. 

• There was no additional cost to running the programme, time came out of existing resources and was shared across the two forces. 

 

Skills and knowledge 

• Arrangements were in place to seek delegate feedback at the end of each module to identify areas of improvement, understand 

changing requirements and continuously adjust the programme to better meet needs. For instance, initial feedback from police 
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staff supervisors and managers highlighted elements of the course that were not relevant to them. As a result, the programme 

content was tailored to make it more suitable for police staff. 

 

Plans on future model continuous development 

• It is clear that the Digital Leadership Programme has generated a lot of interest nationally and is considered to be an innovative 

and useful approach to police training. HMICFRS echoed this in a report published following a PEEL assessment on Durham 

Constabulary in 2021/22. Discussions have taken place with the Chief Constables of other UK police forces and presentations 

have been delivered to the Police Digital Service (PDS), the College of Policing, the Home Office Transformation Team and the 

Institute for Cyber Digital Investigation Professionals (ICDIP). Support is now in place to launch a national Digital Leadership 

Academy, commencing with Lancashire and Humberside police forces in March 2022. 

  

The recommendations arising from this review can be summarised as follows: 

 

High Medium Advisory Total 

0 2 0 2 

 

The three levels of audit recommendation are defined in Appendix B. 

 

Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements: 

 

High Priority Issues: none identified 

 

Medium Priority Issues: 

• The governance arrangements around programme updates and progress reports to senior management, which we were informed 

of during the audit, could not always be demonstrated / evidenced. 
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• Arrangements were not put in place to ensure that the skills and knowledge relayed through the programme were actually put into 

practice in the workplace and reported upon. 

 

Advisory issues: none identified 

 

 

T/Assistant Chief Constable Comments 

 
Thank you to the auditors for their work interviewing staff from two forces which has been difficult in terms of arrangements and planning.  
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Management Action Plan 

Medium Priority 

Audit finding Management response 

Governance 

Internal Audit was provided with evidence of four updates on DLP delivery being 

presented to senior management. Two were presented to the Digital Transformation 

Board chaired by the Director of Corporate Support and one to the Information 

Management Board chaired by the Deputy Chief Constable. It is understood from the 

DLP strategic lead that senior management oversight of the programme was maintained 

throughout delivery and regular progress reports and updates were produced. However, 

the nature of the collaboration meant that they often went to management boards / 

groups within Durham Constabulary, rather than Cumbria and for this reason there were 

gaps in the level of senior management oversight in Cumbria. There is also no evidence 

of a final report and evaluation of the programme, including participation numbers and 

benefits being prepared and presented to senior management in Cumbria. 

 

It was evident from audit discussions with those involved in planning and delivery that 

programme meetings were limited during development and implementation of the DLP. 

Assurance was given to Internal Audit that arrangements were thoroughly discussed, 

and sound decisions were made but this took place via telephone calls or emails. This 

meant that agendas, decision logs and minutes of meetings were not available to clearly 

capture and evidence discussions, challenges and contributions, actions agreed, or 

decisions made and the rationale behind them. 

 

Agreed management action:  

The DLP goes from strength to strength and has 

developed in to a National Digital Leadership 

Academy.   

 

Whilst governance between two forces can be 

more difficult, especially when innovating, the 

focus needs to be on the innovation and ambition.  

 

The programme was successfully delivered across 

two forces and whilst it was not presented to both 

forces as per the audit findings it was mitigated 

through a joint Chief Superintendent leading for 

both forces at that senior level.  

 

A debrief will take place and lessons learned will 

be disseminated.  
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It is clear that the pace of DLP design and delivery, combined with the two-force 

approach impacted on the ability to clearly demonstrate the full governance 

arrangements. 

 

Recommendation 1: 

There are lessons to be learnt from the implementation of the DLP programme regarding 

the ability to demonstrate good governance arrangements. These lessons should be 

applied to future collaborative projects. 

 

Risk exposure if not addressed: 

• Lack of accountability. 

• Reduced ability to respond to challenge. 

• Reputational Damage 

 

Responsible manager for implementing:  

ACC Blackwell 

Date to be implemented: 

09/2022 

 

 

Medium Priority 

Audit finding Management response 

Skills and Knowledge 

Arrangements to ensure that the skills and knowledge relayed through the programme were 

actually put into practice in the workplace and reported upon are not fully established. 

  

As with all training and development activity, programme participants were encouraged to 

take their training back into the workplace as part of their continued development and 

learning. As the programme evolved, the silver and gold level programmes were developed 

Agreed management action:  

 

Whilst the programme has been delivered, I 

agree that how effective we are digitally should 

be  a future focus.  That said, the outcome 

framework is something that is being grappled 

with nationally. There are no national 
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to equip managers with the capability to hold their staff to account regarding digital 

competence and ensure digital skills and knowledge were being fully embedded into policing 

practices and utilised. 

 

Mention was made at an Information Management Board meeting in February 2021 of plans 

for dip sampling to test learning. These plans were not progressed.  

 

The potential to develop performance measures and clearly demonstrate the impact of the 

leadership programme was not fully explored and implemented. Examples might have 

included measures around online security incidents, victim satisfaction through agile 

engagement and digital investigation standards to gauge performance before, during and 

after the programme. 

 

Opportunities have not been taken to measure, fully demonstrate and report on the value 

and impact of the programme and how it contributes to strategic policing priorities.in 

Cumbria. 

 

standards, national performance frameworks or 

national APP guidance or other available 

guidance.  

 

As we are innovating in a field ahead of all 

other police forces, its stands to reason that we 

will have to create a measured outcome 

framework.  This will be done as part of the 

Digital Leadership Academy working with other 

forces and national bodies.   

Recommendation 2: 

Measures to demonstrate the impact of training and development in the workplace should 

be considered during the development of future training programmes. 

 

Risk exposure if not addressed: 

• Failure to achieve strategic objectives. 

• Wasted resources. 

• Reputational damage. 

Responsible manager for implementing:  

ACC Blackwell 

Date to be implemented: 

09/2022 



 

 

Appendix A  

Audit Assurance Opinions 

There are four levels of assurance used, these are defined as follows: 

Assurance Level Definition 

Substantial Sound frameworks of governance, risk management and internal control are in place and are operating 
effectively. Recommendations, if any, will typically be no greater than advisory. 

Reasonable Frameworks of governance, risk management and internal control are generally sound with some opportunities 
to further develop the frameworks or compliance with them.  Recommendations will typically be no greater than 
medium priority. 

Partial Weaknesses in the frameworks of governance, risk management and/or internal control have been identified or 
there are areas of non-compliance with the established control framework which place the achievement of 
system / service objectives at risk. Recommendations will typically include high and medium priority issues. 

Limited There are significant gaps in the governance, risk management and/or internal control frameworks or there are 
major lapses in compliance with the control framework that place the achievement of system / service 
objectives at significant risk. Recommendations will include high priority issues. 

 

Appendix B 

Grading of Audit Recommendations 

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are 

three levels of audit recommendations used; high, medium and advisory, the definitions of which are explained below: 

Grading Definition 

High A recommendation to address a significant gap in governance, risk management or internal control frameworks 
or to address significant non-compliance with controls in place. 

Medium A recommendation to address a gap in governance, risk management or internal control frameworks or to 
address aspects of non-compliance with controls in place. 
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Advisory A recommendation to further strengthen governance, risk management or internal control frameworks or to 
improve compliance with existing controls. 

 


