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Audit Resources 

Title Name Email Telephone 

Audit Manager Emma Toyne emma.toyne@cumbria.gov.uk 07810532759 

Lead Auditor Janice Butterworth janice.butterworth@cumbria.gov.uk 07775113426 

 

Audit Report Distribution 

For Action: Carl Patrick, Superintendent 

Stuart Henderson, Senior ICT Project Manager 

For Information: Robert Carden, Temporary Deputy Chief Constable 

Audit Committee: The Joint Audit Committee which is due to be held on 22nd June 2022 will receive the report. 

 

Note: Audit reports should not be circulated wider than the above distribution without the consent of the Audit Manager. 
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Executive Summary 

Background 

This report summarises the findings from the audit of Duties Management (Crown system). This was a planned audit assignment which 

was undertaken in accordance with the 2021/22 Audit Plan. 

A new Crown Duties Management System was implemented in February 2021. The system aims to allow the Constabulary to better serve 

the public by scheduling staff more effectively, including having immediate access to details of staff skillsets to ensure that staff with 

required skills can be allocated to shifts. The system automatically calculates overtime and time off in lieu thereby reducing paperwork. 

At the time of undertaking the fieldwork for this audit, Phase 2 of the Crown system implementation project was underway and a Service 

Design Project was being undertaken to determine how the Team should be resourced and structured. 

Audit Approach 

Audit Objectives and Methodology 

Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks 

relating to the organisation’s governance, operations and information systems. A risk based audit approach has been applied which aligns 

to the five key audit control objectives. Detailed findings and recommendations are set out within the Management Action Plan. 

Audit Scope and Limitations 

The Audit Scope was agreed with management prior to the commencement of this audit review. The Client Sponsor for this review was 

Superintendent Carl Patrick. The agreed scope of the audit was to provide assurance over management’s arrangements for governance, 

risk management and internal control in the following areas: 

• System Access controls 
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• Shift management controls e.g. ensuring minimum staffing levels maintained and that appropriately skilled officers are on shift at 
the right time, resourcing specific events 

• Training provided to the users of the Crown System 

• Interaction between the Crown System and other systems 

• Reporting facilities available and used within the Crown System 

• Future development of the duties management system. 
 

Assurance Opinion 

Each audit review is given an assurance opinion and this provides Joint Audit Committee and Officers with an independent assessment of 

the overall level of control and potential impact of any identified system weaknesses. There are 4 levels of assurance opinion which may be 

applied. The definition for each level is explained in Appendix A. 

From the areas examined and tested as part of this audit review, we consider the current controls operating within Duties Management 

(Crown system) provide Reasonable Assurance. 

This opinion recognises the level of controls operating around the Crown system and notable strengths as set out below. A significant 

amount of work has been undertaken to get the system to the current position. However, at the time of our audit testing, developments were 

still underway to ensure that the system is used to its full potential given the additional functionality purchased by the Constabulary.  

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and 

complete assurance cannot be given to an audit area. 

Summary of Audit Findings and Recommendations 

Controls were operating effectively in the following areas: 

System access controls 

• Bespoke templates are set up for users and control access to personal information.  

• Templates are set up for supervisors and end-users based on administration rights. Sample testing confirmed that individuals are 

on the appropriate template based on their job role.  

• Access levels were determined in line with Data Protection legislation, and we were advised that there was input from the Data 

Protection Officer. 
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Shift Management controls 

• Shifts are planned 13 months in advance, on a rolling basis, based on various shift patterns in operation. This enables long term 

planning based on known events, ensuring the right numbers of officers with the required skills are available.  

• Minimum staffing levels are set up in the system by shift. Resource Co-ordinators carryout a visual check in the Workforce 

Scheduling Tool (WFS). If minimum staffing levels have been breached this is highlighted so action can be taken.  

• Staffing levels for major operations / events (for example Appleby Fair) have their own roster. Required skill sets are built into the 

roster and officers are moved from their usual roles into the event roster to ensure that the operation / event has the right level of 

people with the required skills to undertake the duties required. Setting up separate rosters for major operations / events also 

aids reporting and cost / overtime coding.  

• For planned major events, restricted leave periods are added to officers’ annual leave calendars so that they know leave cannot 

be requested during these periods in order to maintain the required staffing levels. 

• Staff and officers cannot swap their own shifts. Responsibility for swapping shifts rests with Supervisors or Resource Co-

ordinators thereby ensuring that adequate resource with the right level of skills will be available. 

• Arrangements are in place to allow officers to move roles or geographical location to ensure that there is appropriate cover in 

place. 

 

Training provided to the users of the Crown system 

• A full programme of training was delivered to Supervisors following go live of the system. Drop-in sessions were available for end 

users and a Resource Co-ordination intranet page has been developed to support officers and staff with key training guides 

available. 

• Each member of the Resource Co-ordination Team has received a five day superuser course with team members specialising in 

difference areas of the system. 

• Instructions on how to use the Crown system are available for staff. 

 

Interaction between the Crown system and other systems 

• Interfaces exist between the Crown system, HR, Payroll and Command and Control systems. A ‘data import rejection’ tool within 

the Crown system flags overnight import failures and the reason. Individual lines can be drilled down to show a dialogue box 

which shows the reject reason. Interface success and failures are monitored and addressed.  
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• Workarounds are currently in place for 6 outstanding issues between iTrent (HR) and Crown. 

 

Reporting facilities available and used within the Crown system 

• A suite of management reports is available within the system and can be accessed based on permissions. It is managers’ 

responsibility to access and run the reports unless they have requested scheduled reports. The team can see whether system 

reports have been viewed by managers. 

 

 

Future development of the duties management system 

• All modules of the Crown system have been purchased. At the time of the audit the auto approval of annual leave was the final 

part of the project to be delivered prior to project closure in April 2022.  

 

 

The recommendations arising from this review can be summarised as follows: 

 

High Medium Advisory Total 

0 1 0 1 

 

The three levels of audit recommendation are defined in Appendix A. 

 

Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements: 

 

High Priority Issues: None identified 

 

Medium Priority Issues: 

• System developments underway at the time of the audit should be concluded to ensure that the system delivers the intended 

benefits and efficiencies. 
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Advisory issues: None identified 

 

 

Temporary Deputy Chief Constable Comments 

 
I am satisfied with the actions taken by line managers to address the issues identified. Progress will be monitored via the Digital Board. 
 
The report can now be finalised and reported to the next meeting of the Joint Audit Committee. 
 
 
 
R J Carden 
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Management Action Plan 

Medium Priority 

Audit finding Management response 

Further development of the system in Phase 2 

Interfaces 

We were informed that further development work was underway, to enhance the 

Command and Control and Period of Absence interfaces, as part of Phase 2 of the project. 

 

At the time of our review there were 6 interface issues between ITrent (HR) and Crown. 

Meetings had been scheduled with the consultants to investigate the ongoing issues so 

that fixes can be developed. In the meantime, workarounds are in place to deal with the 

issues. 

 

Auto approval of annual leave 

At the time of the audit fieldwork we were informed that auto approval of annual leave was 

still to be delivered for the project. It was envisaged that this would be concluded by project 

closure in April 2022. As this element of the system was not in place at the time of the 

review, Internal Audit has not looked at the controls in place for this aspect of the system. 

 

Reporting facilities  

As part of Phase 2 of the Crown system implementation, management are looking at how 

to make the best use of the system in the future, thereby maximising the benefits of the 

investment made. We were informed that a piece of work was in progress looking at the 

types of information being reviewed at monthly bronze, silver and gold meetings and how 

beneficial the reports are. 

Agreed management action:  

After the audit fieldwork was completed and 

the report was drafted, the project ended, and 

the objectives delivered. As a consequence, 

the recommendation has been actioned. 

The project ended formally on 30th April 2022, 

as a result there is no further work to be done. 
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Recommendation 1: 

Management should ensure the system developments underway are concluded to ensure 

that the benefits of the new system are fully realised, and efficiencies are maximised.  

Risk exposure if not addressed: 

• Investment and benefits from implementing the new system are not fully realised. 

 

Responsible manager for implementing:  

Superintendent Carl Patrick 

Date to be implemented: 

Complete 

 



 

 

Appendix A  

Audit Assurance Opinions 

There are four levels of assurance used, these are defined as follows: 

Assurance Level Definition 

Substantial Sound frameworks of governance, risk management and internal control are in place and are operating 
effectively. Recommendations, if any, will typically be no greater than advisory. 

Reasonable Frameworks of governance, risk management and internal control are generally sound with some opportunities 
to further develop the frameworks or compliance with them.  Recommendations will typically be no greater than 
medium priority. 

Partial Weaknesses in the frameworks of governance, risk management and/or internal control have been identified or 
there are areas of non-compliance with the established control framework which place the achievement of 
system / service objectives at risk. Recommendations will typically include high and medium priority issues. 

Limited There are significant gaps in the governance, risk management and/or internal control frameworks or there are 
major lapses in compliance with the control framework that place the achievement of system / service 
objectives at significant risk. Recommendations will include high priority issues. 

Grading of Audit Recommendations 

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are 

three levels of audit recommendations used; high, medium and advisory, the definitions of which are explained below: 

Grading Definition 

High A recommendation to address a significant gap in governance, risk management or internal control frameworks 
or to address significant non-compliance with controls in place. 
 

Medium A recommendation to address a gap in governance, risk management or internal control frameworks or to 
address aspects of non-compliance with controls in place. 
 

Advisory A recommendation to further strengthen governance, risk management or internal control frameworks or to 
improve compliance with existing controls. 
 

 


